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0S/2 Network interconnectivity

OS/2 has various types of network interconnectivity:
* FTP-File Transfer Protocol

 Email

* Rsync

e Peer to Peer
 |IBM File and Print Services
e Samba



Peer to Peer (P2P)

Characteristics of a Peer Network

» Peer-to-peer networking is an approach to computer networking in
which all computers share equivalent responsibility for processing data.

* Peer-to-peer networking differs from client-server networking, where
certain devices have responsibility for providing or "serving" data and
other devices consume or otherwise act as "clients"” of those servers.

« Computers in a peer-to-peer network run the same networking
protocols and software.

* Peer networks devices are often situated physically close to each other
but some peer networks, utilize the internet and are geographically
dispersed worldwide.



IBM File and Print Services

 IBM’'s SMB (Server Message Block), became the cornerstone
for Windows networking

* |Is robust works well within OS/2
e Poor security

* Due to changes in network protocols no longer works well
with Windows and other networks.

* This protocol is still available under ArcaOs and can be
Installed during the installation of ArcaOS. However there
are some actions you need to do!




Installation IBM File and Print

Services - Ecs

During installation of Ecs
on the network page just
select IBM File and Print
Client

During the Post
installation phase, select
the Network User ID tab
and fill in as required

If you need to do this
again run x:\ecs\system\

sguidelinstall\runlst.cmd (where x

i< volir boot drive)

1 G Enn [
Final Tazks "5 Screen HUSEF} Setting 'Metwork User I[f\ User Interface \\"AEF‘i_Wiz_é'rjd hi Printer \

RO\

Metwork User ID

Network User 1D

of USERID and PASSWORD, respectively.

changed.

eomsafion

The local uzer ID and password are uzed when shanng file and printer resources
uzsing eComStations "local netwark” features. For zecurity reazonz, the default values should be

Fleaze zkip thiz page if you did not inztall the local netwark, file and printer sharing features.

i you performed a fresh installation, your local user |0 and password have been set to the defalts

over a hietwork

Fleaze enter the desired walues below and click on Change to apply the changes.

[T Automatically start netwark services on bootup
[ &llowe your co
[ &llave sharing of resources in a peer network,

mputer ko be seen by others on the network,

wg-hange

Previous




Installation IBM File and Print
Services - ArcaOS

[ ] [ ] [ ]
Begin installation
License agreement Each adapter needs at least one network protocol attached to it in order to be usable. Protocols El
Installation type may be selected using the list below, to the right. ‘
Target volume(s})

You may also select th k icas-to-ba-i lled. These al our to
A fflem spftwars m or provide various services to other clients.
rca on e networ oy |
:“:"'“r: + Note: If you select to install the IBM File and Print Client, it requires that either NETBIOS or
*  Metwor

METBIOS Over TCP/IP be attached to at least one network adapter. If this is not the case,
the File and Print Client will not be installed.

Metwork Adapters
RealTek 8139C+B169/81695/81105/8168/8111/48]

Driver:  MMRE.QS2

HIF: MMRE.NIF

Attached Protocols

 Add the protocol

NETBIOS or NETBIOS [
over TCPIP e e

Install network services

E

J— i3}

—
Add ‘ Remove |

= mlNetwork Applications and Services Fl
L— Services
=l imiFile and Printer Sharing

AT . i
— LIIBM File and Print Client

e Select IBM File and Print _ _
Client ' ..




Installation IBM File and Print
Services - ArcaOS_

During installation of
ArcaOS on the
workstation page there is
the information about the

default user name and i —
password - r
which you might miss in the S
info text if you did not scroll R - |
down o |

I

Domain:

il M



Configure - IBM File
Services -ArcaOS

 After installation you need to set up your userid and password by

and Print

selecting ‘Sharing and Connecting’.

M om B
Metwork Utilities  LaM Logon Logoff  Metwark User ccount SharlngEﬁﬂmﬁaﬁnec’rlng
(wiorkgroup)

 After selecting the file and print client will be started and when ready

(+5 secs) a login popup will be given.

* The defaults are USERID and
PASSWORD

Lser|D: LSERID

Lox]

Password:  esoesonoe

(Pazsword will not display)

|=F oK ’;_ Cancel |Fr Help




Configure - IBM File and Print
Services

After login go to the User tab in “Sharing and Connecting”
and then ‘Create user ...’ to add yourself with a new name

and password. After checking that this works, delete the
USERID entryI

A EoTet
Id Tty\Connecﬂnns\Shaj’ES\P UK \Gpp . Canfiguratio <I > -
Users [‘S User ID: I
. Description: I
~Usertype ~Logon
(@ User (® allowed
I~ Accounts operator " Denied
— " administrator
-Passwor d ~Options
TYpE passwor ol twice: I (@ Pagswar o requirec
ii .--—_L“'-{-l " Passwar d aptianal
| Update... | ‘ De
/ — = -
k Fﬁé'at ........ ||F Help) | |_ OK IV Cancel [ Help




Configure
Services

IBM File and Print

Make sure you give yourself administrator rights as otherwise

you are I|m|ted

Identity
Computer name: HIOMEZ
Description: I
Primary domain name: IWOF{KGF{OUP
[ Start LAM services at system startup

lndo ||"Help |

with adminstrator rights

| Identity}, Connections WIEaR Y, Dynarmic con

Identity
Computer name: HOME?2
Description: |
Primary domain name: IWOHHG ROLUP

I Start LAM services at system startup

ndo ."T‘Ielp .

without

10



Configure - IBM File and Print

Services -Ecs

* In Ecs you had the option
to :

1. Automatically start
network services
on bootup

@| PistElstallahinmEsks:

Final Tasks \ Screen }USEH ::E'étﬁ,l}]:'g'_.,"ﬂetwnlk User I[;\l Uszer Interface \'hCHWigEﬁd \F‘rinter\

@Eo

Metwork User ID

Network User ID

Fleaze skip thiz page if you did not inztall the local netwark; file and printer shanng features.

If you performed a fresh installation, your local uzer D and password have been zet to the defaults
of USERID and PASSWIORD, respectively.

The local uzer 1D and pazsward are uzed when sharing file and printer resources over a netwark
uzing eComStations "local network” features. For secunty reazons, the default values should be

{ 0 changed.
e(omtation
| Fleaze enter the desired values below and click on Change to apply the changes.

User I1D: !

Password: l

Confirm password: !

@Dmaticall}l ztart network services on bootup >

[T &llows wour compLter o e $een bW aifers on the network

[ &llows sharing of resources in a pesr network

e — = —
Exit i | A Previous | | Mext b




Configure - IBM File and Print

Services -Ecs

* In Ecs you had the option
to:

1. Automatically start
network services on
bootup

2. Allow your computer to
be seen by others on
the network

£ PhstEnstallatoEs s

Final Tasks \ Screen 1,.LlSEFi Getiing Metwork User I[;%1 Uszer Interface \'l-’-\CHWiz_é'rfd \F‘rinter\

@Eo

Metwork User ID

Network User ID

Fleaze skip thiz page if you did not inztall the local netwark; file and printer shanng features.

If you performed a fresh installation, your local uzer D and password have been zet to the defaults
of USERID and PASSWIORD, respectively.

The local uzer 1D and pazsward are uzed when sharing file and printer resources over a netwark
uzing eComStations "local network” features. For secunty reazons, the default values should be

{ 0 changed.
e(omtation
| Fleaze enter the desired values below and click on Change to apply the changes.

User I1D: !

Password: l

Confirm password: !

[ ] Autamatlj 1 fu

[ llows wour computer ta be seen by athers on the netwark

[ J&sllows shanng of resowees i & pest Nework,

— = - =
Exit i | A Previous | | Mext b




Configure - IBM File and Print

Services -Ecs

* In Ecs you had the option
to:

1. Automatically start
network services on
bootup

2. Allow your computer to
be seen by others on
the network

3. Allow sharing of
resources in a peer
network

1| e e e

Final Tasks ﬂ Screen EUSEH Getiing Metwork User I[."ﬁ1 Uszer Interface x\;'ACH_Wiz_é'rd \"Printer\

®EE

Metwork User ID

Network User ID

a

e(omdlafion

Fleaze skip thiz page if you did not inztall the local netwark; file and printer shanng features.

If you performed a fresh installation, your local uzer D and password have been zet to the defaults
of USERID and PASSWIORD, respectively.

The local uzer 1D and pazsward are uzed when sharing file and printer resources over a netwark
uzing eComStations "local network” features. For secunty reazons, the default values should be
changed.

Fleaze enter the desired values below and click on Change to apply the changes.

User I1D: !

Password: l

Confirm password: I

[ ] Awtomatically stark netwark: services on bootup

[T Al wour o 1z on the network,
[ &llows sharing of resources in a pesr network

= ¥ = =
Exit i | A Previous | | Mext b




Configure - IBM File and Print
Services - Arca0OS

In ArcaOS
your computer will by default be seen by others on the
network

To hide, edit IBMLAN/IBMLAN.ini and change the line from
srvhidden = no

to

srvhidden = yes
iIn ARCAOS srvhidden is set to no, in ECS it is set to yes)



Configure - IBM File and Print
Services

In ArcaQS

* to Automatically start network services on bootup select in
the Tab, “ldentity” in Sharing and Connecting the “start LAN
services at system startup” button, or use NET START PEER.

- T — 7
IIIII ity\ Cannections \ Shares \l Permissions \ Users ‘g Groups \ Canfiguration \1cr b\




Configure - IBM File and Print
Services

Allow sharing of resources in a peer network

In ArcaOS by default sharing of resources is enabled.
This is controlled by the line (in IBMLAN/IBMLAN.Ini)

wrkservices = MESSENGER,PEER



Configure - IBM File and Print
Services

* To change your computer name and or domain name after installation
edit the file X:\IBMLAN\IBMLAN.INI and at the lines

Computername = HOME?2
Domain = WORKGROUP

* To use multiple domains, add the other domains to the line
othdomains =

Seperated by commas, eqg:
othdomains = MYDOMAIN, TEST

*In both cases either reboot or stop and start the requester



Selecting your shares (method 1)

To allow sharing of

resources in a
peer network
select what you
want to share:

e Disk

Properfies Alt+Enter

Help [>]

. Paste...

[ s Create shadow...

Folder Edit VYiew

Open as 2
Properties Alt+Enter
Help [>]
Paste...

B Create shadow...

ted Help Pickup
Lock in Place

Drive

Check disk...
isk...

Start sharing...
Manage access...
Copy filename
Create new

Folder actions
Command prompts

/Dﬁvrr@c

Pickup

Find...

Lock in Place

Drive F (376,577 of 394.

Check disk...
Format disk...

Start sharing...

b Stop sharing...

Update share...
Manage access...

Copy filename P
Create new k]
Folder actions ]

Command prompts ]




Selecting your shares (method 1)

To allow sharing of

resources in a
peer network
select what you
want to share:

e Disk

Directo
Printer

*Serial devices

| I Edit View Seleded Help
il open as |

| Open parent
| Create another b

[ Delete... P

[ Start sharing.

AP m:zﬂ

b
Cirl+Shifres
Backspace

Properties E m— 6 D D | &

9JPG FOC.jpg UCENSE.TXT Pjpg PBINZPSE.EXC PMCAMZ.ABS PMCAMZDOC

MERAHLP  PMCAMERAINI  PMGRABO0.BMP  PMGRABD1.BMP  PMGRABDZ.BMP

Pickup E” 6 @

Copy filename Y bROC.CMD RadioDown.bmp  RadioUp.BMP readme.tst scenariot.bMP  scenario2.BMP
Create new s
b
r

Folder actions
LCommand prompts

Move...

Copy...
Create shadow...

HManage acces;",'.. <

[ openas
Properties Alt+Enfer
Help [¥]
Creafe another [¥]
HMove...
Copy...
Create shadow...
Delete... Delete
Pickup
| lockin Place -
B change staus | —
| Set default 3
... pPrinter Panel b
51" Start sharing...

=g
(S=2%  Manage access...

/yp'ii'rii'e'i

|| "PMGRABD3.EMP (i 3840 KB 25-04z 2810

0 bytes total, 106.420 of 10

17



Selecting your shares (method 2)

N B B RS T LN DTS TaTen

- ~Resource Type and Mame
[dentity \ Connections Permissions \ Users ik

. : 5, Configuration
<’ (® Directary I
Shares N

(" Printer I [

B S L AT T Oy T —

Shares defined on your system

(" Serial device Path:

Share Mame | Resource | Description | Type Auto-share

Drive:

kil Directory:
Desktap

fOK | ’i—'—tahcel | ’i!?-l'elp | E{\SBL

Home
IBMCOM
IBMGSHK

/ IBMGSKEA0
IBMGSKE0
[ ~ il R [
F‘Update... | | Stopstiare - MafaE arcess... | ’ﬁ‘ =1 i
/ l |.: oK, ”_. Cancel | ’_' -Hé'ip |
|m‘§ﬁre... l " Refresh ”F—ﬁélp |

]
Lo s

Crearerarsinare™

~Resource Type and Mame Share narme: IHOI\-'IE1
{® Directary IF:\HOME1 Resource: F\HOMEA
" Printer I Description: Ithis is my remote disk,
& o - Maximum number of cannections
W (® Unlimited " Limited I
/ o
H ¥ Start sharing at workstation startup

Fomp [T | " Manage access... | Flc'ancel | Ir Help |

- = ] B ]- 8




Managing access - Basic
/Customised

Basic Customised

5
= MRI‘IRE!I.‘ ACCESS
Resource: IC: Resource: !\PRINT\PriMer 2y
(@ Basic - one access for all users (¥ Basic - one access for all users one access for all users
(" Custornized (" Customized nized
Arcess Permissions Access Permissions Groupactess | Comment
| Change access
" Mo access (" Noaccess J
(~ Read only (@ Acoess RXWCDAP
R DAP Create qroup...
(% Readwrite ——— ——
» Aesource name: c:h)
UserAccess | Gr LUser or group name: GROUPID -
ACCESS permissions 4
[ None [ create i
[ Read [~ Delete
I wite [~ attributes show grops...
e [~ Execute [ Permissions
[ Budit this resource I et this resource Jis resaurce
oK | | ™ Cancel | T help | Ir_—l s T Cancel ™ el J j e [P Lgzarom L

Disk/Directory

Notleprillq%crcess Permissions : Do not select any permissions if you do not want the user to
have any specific permissions to the resource. Then the user has only the group

permissions. This is not the same as selecting None, which restricts the user from any
access to the resource.



Access Permissions (Group and/or
User)

None(N) Cannot access the resource.

Read(R) Read or run files not change them

Write(W) Only write to files not create them

Create(C) Create and write files & subdirectories
Execute(X) Run programs in the directory or drive
Delete(D) Can delete files & subdirectories

Attributes(A) Can change the attributes (i.e. Archive *
attribute)

Permissions (P) Can change the access permissions for the

*resource.
These permissions are valid for directory and drive resources only. Not for printer or
serial device resources.



Sharing and Connecting -

Connections

The status of any connections to this
PC from another network resource

lnactive: A connection that was
previously available (previous
session)

*Active : A connection that is
available

Note: you can also re-connect /create
/delete or update a resource

" [ aing I C I
Identity Cunnectiuns\’ 5_[@}#&'5_‘\ Permissions \ Users \ G[__ﬂug’s_‘\ Configuration \1cun \ Dynamic lcon \

Connections

Connections defined on your system

Auta-connect Status

b

=
|d | = ]
P — — —
| Re-connect I | WiEConect | [ Update... | | Delete |
ETééfe connection... Ilf-r Refresh |r— Help |

21




Sharing and Connecting - Shares

Th e Sta t u S Of a n y S h a re S O n t h i S |dEﬂfiW \ Connections ‘Shat‘as\Permlssmns\ Us;rs\lﬁmlupx\ C.u.in.fi'gurat_iun \1cun \ Dynamic lcon \ ==
PC Shares u

Started : The share is available

*Stopped : The share is not
available

Shares defined on your system

Note: you can also start / stop

/delete create or manage the : | i
access of a specific share T O [ =]

raeafe share... ||ir Refresh HF Help |

22



Sharing and Connecting - ACL

The access control list (ACL)
defined to a particular drive,
printer or serial device.

Note: you can, using the GUI
create an ACL

i . ing and'conne ¥

Identity \ Canhections \ afqaﬁ_e'_s_;? Permissinns\ Users \ G_r__oupa_‘\ Canfiguration \1con \ Dynarmic lcon \

Permissions

-Resource Type
{® Drive C: [
™ Printers

" Seral devices

Acoess control lists defined for selected resaurce type:

(drive)

4

Y Desktop

" Desktoph Camputer

Y Deskioph Computert,Command Prampts

' Desktoph Computert, Drives

Y Desktoph CamputeriHelp Center

\Desktoph CamputeriHelp Center'information

[pnate...

e — — .
| ‘ [ElEte | | AREaly I
.

T

Create ACL...;”F Refresh ||..-




Sharing and Connecting - Users

]

Idertity \ Connections '\ Shares ) Permissions * Users Y Graups % Configuration \ Icon ', Dynamic lcon

Users

lsers defined on your system

User (D
Gl

Description

LISERID Default User 1D

Here the current users are
listed and can be changed /

updated /deleted

= I
[ | i | JE | =
[ — ] e
r Ipdate S i |

E?éafe USEr... ”F— I:I'elp

- TS TIRE T LR

User ID: I

Description: I

-User type ~Lagon

(® lser ® allowed

I~ Accounts operator " Denied

" Administratar
~Password ~Options

Type passwaord twice: I (® Password required

i~ Passwaord optional

—
|_OK

— —
r Cancel [ Help

24




Sharing and Connecting - Groups

" dentity \ Connections '\ Shares | Permissio Uer :Co'nf_i'gurat_icrn ) lcon '\ Dynamiclcon L H e re t h e C U rre n t g rO U p S a re
= | listed and can be changed /
updated /deleted

e ——————— e

Select the users to be included in the defined group. Select OK when the selection is complete.

. Group [D: MYLOCAL
Groups defined on your system
Group Description Description: IUsers of the local 0s/2 peer net
MYLOCAL Users of the local 0s/2 peer net o
GROLIPID Default Graup ID User D Description

GUEST

=i [ ] o
| |

—IT fretere I
Ega't-e group... Irr 'i-Ielp

25



haring and Connecting -
onfiguration

Identity \ Connections \

Configuration

Configuration - Page 1 of 2 B

Configure the behaviar of your workstation.

~Maximum values
Concurrent users: |5|
Shareable resources: |16
Connections to resources: |26
Cpen files: |160
File locks: |64
DOS print timeout (seconds): IBD
Cache memory size (kB): |64
Disconnect idle sessions: |—1

Identity \ Connections

\ Permissions \ Lsers \"qr‘,_'g{__a N5

Cunfigur‘atiun\[con \ Dynarmic lcon \

Configuration

Configuration - Page 2 of 2 B

-Serial Device

COM open tirmeout (sec):

COM send count (hytes):

COM send timeout (msec):

3600

1

250

Humhber of netwark buffers:

Humber af big buffers:

Size:

T

|4D%

ﬁs"ave ||’Eeféult | |wi;leip |

ﬁs"ave ||’Eeféult ||wi;leip |

page 1
page 2

26




Samba

« Samba is a free software re-implementing the SMB
networking protocol

« Samba provides file and print services for various
Microsoft Windows, Linux and OS/2clients

 The name originally SMB server had to be changed as
this was a trademark of Syntax.

* The name Samba was the first word found using grep -i
'~s.*m.*b' Jusr/share/dict/words



Samba - 0S/2

In OS/2 there are two parts to SAMBA

1. ArcaMapper - the Samba client in ArcaOS (3.3.16)
2. Samba Server - the Samba server in ArcaOS (3.6.25)

Currently not at the same level!



The new solution - Samba

ArcaMapper is the OS5/2
client in ArcaOS which will
connect to other networks
supporting SMB such as:

 Windows
e Linux
e 0OS/2

e It Is found in the Network
folder on the desktop

@ (3 % — @

Dial-up Tools  1BM File and Print Client Infemet Utilities  Samba Server ‘'web Sites

ions irefox '||_1rn:Er:|ir|:

Thunderbird "C:\PROGRAMSY THUNDERBIRDY, THUNDERBIRD | LK.EXE "

30



Samba Client — ArcaMapper

* A virtual drive is “Attached” to the system and the
various shares are “Mounted” to the virtual drive.

« NETDRIVE provides OS/2 with virtual drives which allows
ArcaMapper to map a share to a drive letter as 0OS/2
does not have Virtual drives

* One virtual drive can have multiple shares mounted to
the same drive

 Normally you first “unmount” a share/resource and then
“detach” the drive

* NETDRIVE does not directly support printers!




Samba Client — ArcaMapper

i AT apperCONneCHonS (STIBICIFS)! 2 b |
File Edit Selected Help
T Y| Mew Resource | Hetwork neighborhood \ Globalsettings
MDF532 3.028 New Resource Page 10f 2 B
Mount: [single share =l
Server: 4
5 : HOME1 -
Folder Edit VYiew 5eleced Help Share: HOME3 "
HOME4L =
B @ B AED
i Internet Utilities  Samhba Server  ‘weh Sites User (D [ O
Password: | FHemove
—> Mount to: =]
3
|-' Mount
|F§:"A|| ! HEI‘?I";UIH” |
Thunderhird "CAPROGRAMSS THUMDERBIRDS THUMDERBIRDILK.EXE " | Ready.
32




ArcaMapper - mount a share
(method 1)

1. Select the type of share

urrent Resources | ‘New Resource \ Metwarkneighborhood {Corfectiondetails y clobalseftings .
b S I n g Ie S h a re NDFS323.028 [ New Resuur; Page 1of 2 S
* All shares on server Fingie share B
* All servers in workgroup Sener fz-ron £
Share: [Backups ]

he Server i ;
ne Share ) m—
ne workgroup . om

. Enter User ID and Password
. Select the virtual drive to moy == |me {
. Press “Mount”

N O U A WN




ArcaMapper - mount a share
(method 1)

Notes: {nue Edit_Selected _Help | =5
T New Resource \ Netwerkneighhorhiood \(CaRnEction deaiss, Global settings \

The button Remove only clears [ wewson | e Y
your input, it does not remove a o | F |
password? = =
The LED seems to have the same it -
function as Remove” when ———
pressed o | -
Mount is in two parts: L m e—

* The virtual drive (auto attach)

* The mount point is effectively | — e

a subdirectory of the drive

(auto creation)




ArcaMapper - mount a share
method 2)

A ArCAPIBpper GO oS GHBTEIFS) 7 b i

File Edit Selected Help

TSI  VVev Resolirce Network neighborhood "—Wﬂm{ﬁﬁﬂUPﬂfﬂX?’HUﬁﬁfTﬁ“ﬂﬂ{mﬁ"

I NDF532 3.028 Network neighborhood

5
E User contest: Guest Mount to: IF: |j ) I |j
[=] [ WORKGROUP ;

[ 59 Home IV Support extended attributes
- [~ Mount read-only
] = HoME4L : : :
| I e-200-HomE [ Create mountpoint, even when connection attempt fails

lomega StorCenter ix2-200
HOME
QME

-E B

ﬁ w 5eC. cache timeout
|32 +Z] listings to cache

W Suppart HTLMs

@ IPC$
IPC Service (NAS-HOME)

—— &l MediaDs ——— —————————————
-—-1._ ' - R o AEYE: s.—

_g v V' Support Kerbe gy R R GR O P X = H O M EY B ach

- m@ ::E::s ¥ Suppaort encry

—— [l Pictures User I0: |I{eith

— [l sharedivedia — m
L 59 1x2-50MEREN | [8]:8 e ; T
= Password: |

‘ [ Stare credentials until next reboot

Ok Cancel

™ help

EF Detach IS et I

35




ArcaMapper - mount a share

(method 3)

After having mounted you
shares use the menu

File -> Autostart -> Enable

So that next time when the
startup folder is executed and
your shares will be mounted.

The file X:\os2\arcamap.ndc is
used to store the data

......

Help
_ -4 'Network neighborhood'{ Connecton detalls  Global settings

Network neighborhood h

petach | Unmount

nt - Refresh




ArcaMapper - Network Neighborhood

(Nethood)

In the TAB Network the
various domains are shown
with their shares.

The shares although for OS/2
(IBM Peer Share) are shown
as are the Linux shares, the
Windows (W10) shares are
not shown!

rce 'Metwork neighborhood' Cannection detalls ) Globalseftings

: New Resou
] Network neighborhood :B
s Guest

- o 1> Windows




ArcaMapper — Nethood

If you need to find the names of the
Windows (W10) shares this can be done
from the command line using the
command smbclient:

smbclient -L Host
And then enter the user and password as

user\password

THE PASSWORD IS DISPLAYED IN PLAIN
TEXT!

{2}e:\] smbelient -L HOME3
Enter WORKGROUPMUser’s passuord: Keith\password

Sharename

ADMING
C$

D$

ES

F$

GS$

H

HS
HPCHZ00
IPCS
Maya
print$

Server

Type

Disk
Disk
Disk
Disk
Disk
Disk
Disk
Disk
Printer
IPC
Disk
Disk

Comment

Remote Admin

Default share
Default share
Default share
Default share
Default share

Default share
HPCHZ00
Remote IPC

Printer Drivers

iIReconnecting with SMB1 for workgroup listing.

Comment




ArcaMapper - Network Nebourhood

On some windows (WlO)maChineS you .ﬁilg:aaRﬁggghgsEt L HOMES
need also to specify the workgroup using R -
-W followed by the workgroup Shorenne T Comen
ADMINS Disk Remote Admin
. o8 Disk  Default share
smbclient -L Host -W : .
WOR KGROUP ﬁ$ 312:: Default share
HS Disk Default share
oS e Remte I7C
And then enter the user and password as he Il s

iIReconnecting with SMB1 for workgroup listing.

Server Comment

user\password

THE PASSWORD IS DISPLAYED IN PLAIN
TEXT!



ArcaMapper — Network
Neighbourhood

O n SO m e Wi n d OWS 5f2 ct:-l:+Esc - Windny List Type HELP = help
(wl0)machines you may be able
to use —-N to avoid entering the To-al e

Cs Disk Default share

password! -

Default share

Fs Disk Default share
GS Disk Default share
H Disk
HS Disk Default share
- HPC52680 Printer HPC5200
smbclient -L Host -N 1PCS PC  Remote IPC

Haya Disk

print$ Disk Printer Drivers
[Reconnecting with SMB1 for workgroup listing.

Server Comment




ArcaMapper - smbclient

There are various and different versions of the

smbclient on the various systems (OS/2 Ecs and
ArcaOSsS )

They all seem to work slightly differently



ArcaMapper — Network

Neighbourhood

Note in Samba Status
monitor — Samba Server -
the W10 shares are shown!

Iirﬁefresh

[ i®
( Help

Iiréhnut
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ArcaMapper - Connection detalls

Help

selected  Hel
Current Resources

Edit

File

Wew Resource '\ Netwark nelghbiohood  Connection details\ Global settings

In the TAB Connection detalls

__. ﬂg
.W;...u. - _ ﬁqm.._
- E ﬁL_

5508 Al

W ﬁ-m_

d :

)
| S
o go) 03

O O AR <= Lo)

— 40 5 £ wn 1~ B

© mm Lo . Y

TtV & B¢

A coos ¥ 53

3y ¢35 <= W
m Sg= 0 3 5 q
R S N B oy G Y
2,829 95 8

+ L0 S - hw oZ| -~

O . o222 o6~y

) U O mw L w LS

C 2_0os w Yoo TG

VIO & 6T O &

n mn D X o4 am w O mn -

) b= = A - s

O c ._r.e (@) N - O +
- 2 O wn QW

O Fe=2L Q0 S > D e
R 2P0 0o o FEU

DigEEES B s B

amn - = U - )

o L | .

[ ]
el 2 A +2
Ul T e
V « kI Ty L mv Mm m_u = W
( B ODP & v &=

Q e S50 0 D Wl ol -

N Co (

s

.
[

)
£
)
(M)
Q

43



ArcaMapper — Global Settings

In the TAB Global Settings you can change/set the following:

1. Authenticate for browsing

This (theoretically) allows browsing to use the userid and password
supplied.

2. Refresh Network neighbourhood immediately

This (theoretically) will refresh the browsing window. Generally the
refresh key is required

3. Use Broadcasts instead of local master browser(LVM)

Query network nodes instead of querying the local master browser.
(one of the computers in a network is the master browser — in my case the NAS)



ArcaMapper — Global Settings - 2

In the TAB Global Settings you can change/set the
following:

4. Show all (special) shares
This (theoretically) shows special shares such as IPC$. In my
case no windows shares are shown!

5. Remember inactive connections
Keeps track of connections that currently cannot be
reconnected

6. Store credentials until next reboot

The last used, credentials are stored in memory for reuse. You
don’t have to keep typing in the same userid and password



ArcaMapper - Global Settings - 3

In the TAB Global Settings you can change/set the
following:

7. WINS server
The IP address of the server

8. Name resolution order

The order in which names are resolved to optimize speed
for Samba client

9. Manage LMHOSTS

The Samba client manages the LMHOSTS file - this file
contains the list of ip addresses and NetBios nhames



ArcaMapper — Global Settings - 4

In the TAB Global Settings you can change/set the
following:

7. Logging
The IP address of the server
8. Log level
The level to be used when logging is enabled
9. Debug
When enabled a console is opened displaying the program actions

10.Mini Icons
Use mini icons in the Browse and Resource window



ArcaMapper - Bugs (2.6.20180622)

BEWARE:

If an item Is selected and then
with the menu “Selected” all
of the options will refer to an
iIncorrect item if previously a
different selection was made,
and using the RMB and the
popup menu Information was .. ., T e |
selected. So you might do | -
things on the wrong host




Windows — tweaks

On some windows 10 machines
you may heed to enable SMB 1.0

To do this select windows features
and scroll down to SMB 1.0 and tick
the box

Sometimes the firewall or Virus
scanner may block access! Disable
and then try again

<t_

ﬂ Windows Features —

Turn Windows features on or off

O

To turn a feature on, select its check box. To turn a feature off, clear its

check box. A filled box means that only part of the feature is turned on,

7 [] | MultiPaint Connectar
= [®] | Print and Document Services
[l  RAS Connection Manager Administration Kit (CMAK)
Remote Differential Compression APl Support
] RIP Listener
@[] | Services for MFS
@[] | Simple Network Management Protocol (SNMP)
} el daytime etc)
SME 1.0/CIFS File Sharing Support
SMBE Direct
[] | Telnet Client
1 TFTP Client
Cancel

X

~

L




SAMBA Server

The Samba server provides the services so that other hosts
can find and connect to the shares on this machine.

* In order to use the server NETBIOS over TCPIP may NOT be
used. Samba encapsulates NETBOIS in TCPIP

« S0 SMB Server and IBM Peer networking cannot co-exist



SAMBA Server

« The SAMBA Server is a set of programs - the are:

o Simple SAMBA Configuration Centre (sscc.exe
/install|/config)

Users and Groups (smbusers.exe)

Status (smbmon.exe)

Reload configuration (smb.cmd /reload)
Restart Server (smb.cmd /restart)

= Start Server (smb.cmd /start)

B Stop Server (smb.cmd /stop)

Q Find SMB/CIF machines (findsmb.cmd -X)
< [@ Edit config & various info



SAMBA Server - Configuration

The simple Samba Configuration Centre is what it is says
A simple configuration tool

When run for the first time the program (ssc.exe) is run with
the parameter /install

After running the parameter is dynamically changed to
/config

So if you need to redo things change the parameter back to
/install in the program’s properties.

Make sure that Samba is not running !
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Simple Samba Configuration Center

(installation)

Let’'s keep it simple and select 5

1. Erase current “smb.conf” ...
. Erase current “Backend” ...
. Erase current “Imhosts” ...

. Install libraries using YUM

. Press “Continue”

oo B W N

tion NIEIEFA Help

Lz gyl

welcome to the Simple Samba Configuration Center!

i I
1 Simple mode _‘
1

Scripts and tools
ZUMIXROOT?
%ETC%

Samba build

— — [
s | |

Yersion 1.1.3 {c) 2007-2017, Herwig Bauem feind
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Simple Samba Configuration Center
(installation)

1. After pressing Continue the installation may take several
minutes while YUM is busy

2. You can show the progress if you open the minimized yum
program

k 5l Samba Sery ﬁSimpleﬁmkﬁ%é yuminstall—” r
e——




Simple Samba Configuration Center

(installation)

You might get some messages
but then eventually the
Installation mode window
appears.

1. Enter a password (twice) for
the root account (min 5
characters)

2. Leave the rest as is

3. Select either
* Create Samba default configuration

* Migrate IBM Peer/LANServer
configuration

‘workgroup,/Domain

WORKGROUP

‘f--—.

treate Samba default default configuration

Migrate IBM Peer/LAMServer configurafion

l':| SimpleSamba configurationcenire [ |
File Action Display Help
- CAMPTNAET) Please provide passwar i farthe "roo t" accaum t
= | Passwor d

= Finb.con I -

Repeat passwar i I

MBA
choose backend (" smbpasswd (@ tdbsam
Servertype (@ Standalone ( Primary domain controller §72 v1.3.0-10

rﬁ Reload |

L e

| ‘ Unido




Simple Samba Configuration Center
(installation)

7 g

- Samba Default configuration will [=

A,
File Adion Display Help

m a p a I | yo u r d ri VeS urrent configuration welcome to the Simple Samba Configuration Center!

-IBM Peer migration will use your | =[S mes
previously defined shares =

-You will be informed :

Binaries IH:\Prngrams\samha

Sicripts and tools |H:\PROGRAMSYSAMBA

%UNIXROOTS [1:

HETC% [H:AMPTHAETC

Samba build [version 3.6.25-05/2 v1.3.0- 10

User “root” added
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Simple Samba Configuration Center
(installation)

7 g

- Samba Default configuration will [=

A,
File Adion Display Help

map all your drives
-IBM Peer migration will use your

. . Binaries IH:\Prngrams\samha
previous Iy defined shares Sapsandtoos  |RAPROGRAMB\SAMBA
%UNIXROOTS [1:
_Y 1 I I b 1 f d . %ETC% [H:AMPTHAETC
O u W I e I n O rm e ' Sarmba build [version 3.6.25-05/2 v1.3.0- 10

User “root” added
User “guest” added
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Simple Samba Configuration Center
(installation)

- Samba Default configuration will [=
map all your drives

-IBM Peer migration will use your

A,
File Adion Display Help

. . Binaries IH:\Prngrams\samha
previous Iy defined shares Sapsandtoos  |RAPROGRAMB\SAMBA
%UNIXROOTS [1:
_Y 1 I I b 1 f d . %ETC% [H:AMPTHAETC
O u W I e I n O rm e ' Sarmba build [version 3.6.25-05/2 v1.3.0- 10

User “root” added

User “guest” added

Sta S Unda
Yersion 1.1.3 () 2007-2017, Her\;viq Bauernfeind |
4. Press close
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Backends

':| Simplesama Configuranon Cenre E[ (el

During the installation you can
select one of two backends:

choose backend " smbpasswd (@ tdbsam
1. smbpasswd = — —
n e " i i
Servertype @ Standalone [ Primary domain contraller  £72 v1.3.0-10

2. tdbsam (default) oo

Create Séml:ja default default configuration

HMigrate IBM Peer/LAHServer configuration

In Samba the backend refers to |

the encrypted password and
account database
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Backends (password & account
databases)

The three encrypted password database backends that are fully
maintained (by the Samba Team) are:

1. tdbsam (a trivial database that allows multiple
simultaneous writers, binary based file format)!

2. smbpasswd (being obsoleted) This file format has evolved
with Samba and has had different formats in the past.?

3. ldapsam (Lightweight Directory Access Protocol directory)?
Not used in 0OS/2

1 tdbsam is recommended for new installations that do not require UNIX user and group account
information

2 Only the Idapsam backend stores both POSIX (UNIX) and Samba user and group account information in
a,single repository.



Server types

In Samba there are three main server types
1. Standalone Server
2. (Primary) Domain Controller

3. Domain Member Server

The ArcaOS implementation is for types 1 and 2



SAMBA Server — Configuration tabs

1. Re-open SSCC
2. Select Global (left panel)

Samba files are expected at the following places

3. Check in the first tab of the S e
global settings that the L
WO rkg rou p h as t h e corre Ct — - UL Sarmba build [version 3.6.25-05/2 v1.3.0- 10

name and any of the other | =B

items are as you require

o |n—— =
m | ‘ S | | Undo | Close |

113()200?201?H gB rnfeind |




SAMBA Server — Configuration Tabs

In the other tabs there are more
configuration items you can
select.

BT S rode PR 12 @A 45 (6NTL6 8\ 10\ 1112 1 19

.conf 2 YLS
Methios aliases I—
Methios scope |—
Interfaces [—

Bind interfaces only [~

Auth methods |

-
L ] n =
In the SII I lple mOde —- Shared printers Encrypt passwar ds W
S Client schannel |AUYU

AUt

a n d i n th e EX p e(ri g‘lg d e tn re a re —E Shared directories Server schannel ,
. abs! 3 L
eve n m O re Ite m S Ohey pam restrictions [

|m j ‘r Sue |ir Undo | |l-_ Close |

Yersion 1.1.3 () 2007-2017, Herwig Bauernfeind |

All the information is stored in
smb.conf in the [global] section
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smb.conf

The samba configuration file is divided into sections:

Global [
g
Homes -
Printers B, —
Shares (name of the shared resoui @& s

Comments are indicated by a # at column 1 and sections
are between square brackets i.e. [GLOBAL]



My smb.conf

# Samba config file created using SSCC ver. 1.1.3
# from User@HOME3
# Date: 17 May 2019 11:12:49
[global]
null passwords = Yes
guest account = guest
username map = G:\MPTN\ETC\samba\private\
smbusermap
log file = G:\MPTN\ETC\samba\log\log.smbd.%U.%M
time server = Yes
load printers = No
printcap name = G:\etc\printcap
And a lot more



My smb.conf

[HOMES]
comment = Home directory

path = G:/MPTN/ETC/samba/homes/%u

read only = No
browseable = No

[HDRIVE] .
shares

path = H:/

read only = No

hide files = /*. SF/root/

This is one of my
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My smb.conf

# [PRINTERA4L]

comment = Printer

path = G:/MPTN/ETC/samba/spool/Printer
read only = No

create mask = 0700

guest ok = Yes

printable = Yes

print ok = Yes
printing = 0s2
print command = G:\Programs\samba\smbprint.exe "%s" "%p" "%])" "%c"

II%ZII
lpg command = Ipg.exe -s %I -p %p
lprm command = lprm.exe -s %i -p %p %]
printer name = Printer



My smb.conf

[JDRIVE] (——ETE=he other share
comment = Drive J: (JFS)
path = J:/
read on y = No

guest ok = Yes
hide files = /*. SF/
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SAMBA Users

To define users run the
~gram

“Samba Users and

Groups”

_ ) L
the daemons started correctly
and then the login appears

Login using root and the

#SEFH&H’IE

Password

|ruut

|=|==|==+==+==+=

—
B[S

’F-_”Qancel

password you created
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SAMBA Users

In the Users dialog you can: =™ N

# | Flags |MNeme |UD | Fullname (GECOS) | GID | Home Map to | st
1l oot 0 | Administrator account | 512 | Ynonexistent " Administrator | Bl
Create a User AT T - t e
31U guest 65534 | Guest account 514 | Ynonexistent ;r
4 Keith 101 | ktm 513 | C:AMPTMAETC\samba\homes\Keith | Edit user

Edit a User

Delete a User

. Join a User to a group
_eave a group

O 5 W N -

Add a new user

The same options are available via RHB as is the
selection of symbol or details view
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SAMBA Users — create a user

In the Users dialog you specify :

Mew User user HD: 100 Only KLIBC user
1. User I onlyk

1. name Full name User

2. Full name (free format info) P i (B <t andardbenutzerkonto

3. kLibC user - ??? standardbenutzerkonto

Alternatives Benutzerkonto

2. ccount type Password Administratorkonto

1 Standard Gastkonto

' andar Repeat Password [~ allowed to use Swak

2. Alternative
3. Administrator

[ Passwaord does not expire
[ &ccount is deactivated

4, Guest
3. Password
1. Password expiry Primary group (GID) |513 ~| users (Domain Users)
2.  SWAT
3. Account activation . | ey |H:\Hume F’f‘:’reate Ehunse
4. SWAT (Samba Web Administration Tool) allowed -
. . Mone
4. Primary Group (ID of available groups)
I, - Cancel

5. Home - Directory (if any) =
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SAMBA Users — edit a user

You can only edit a user from the
user tab in the users and groups
GUI where you select the user.

It is not possible to change the
account type, but it is possible to:

m Change the password

m Change password expiration
m Account activation

m Reset logon hours

The profile and membership tabs
allow no editing, just info

This Is probably possible via the
pdbedit console

Properties ', Profile ” Membe

BB
e -_';._.'._'_a__\_\.":_-&_.

Memberships B
The current use is a member of the following groups
[ S -
|
/_\
7
’7 Save ( | ndbedit console , Cancel

~_ <

70



SAMBA

In the Groups dialog you can: o .

1 C t D I t H |Group name | NT Group name | GID |users |RID |NT mmmmmm t NTtype | Status
: reate/Delete a Grou P T T e .
ain Lisers i
ain

2. Map/Unmap a kLIBC group
to Samba group

3. Create a group restoration script

Lotal Samua s ers and Grorpss

Lo pO B
w2
oo
=3
[ I
oo
=
=
&
=
oo
o
oog
=
O >
o9
Qo
33
o
=
Ls
Ik
! I
Ll

(makes a cmd) mg
:i
4. Create well known Samba Groups i H
(removes existing groups first!) ™

e | W | P | P | P |
These Optlons don't Work (for me)l || Version 2.0.1 2016-12-052) 2007-2016 Herwig B i

Again Same options via RHB \shows/hides only Samba groups



SAMBA Policies

In the Policy dialog you can
select

{d s

| policies ;

1. bad lockout attempt = n T
This will block this user when a passwor | [smsicmome s |
has incorrectly been used ntimes. O isr
lockout!

2. disconnect time
?

sole | |7 Save _"_'F_lefresh | |._ Help | ™ about i

Manage policies

3. lockout duration
The time a lockout exists in minutes



SAMBA Policies

In the Policy dialog you can
select

4. maximum password age

The time a password is valid in seconds
0 =allow immediate password change
(max = 232 -1)

5. min password length

The minimum password length allowed |

(default 5)

6. minimum password age
The minimum password age (default O
= allow immediate change)

user must logon to change password

S

[Rpc console | |7 save _"_'F_lefresh | " help | ™ about

=

Exit

Manage policies




SAMBA Policies

In the Policy dialog you can S
select X
7. password history = .
Number of unique passwords before old psa oy
password
may be reused (default - 0 = off) e
8. refuse machine password
change — =
Stops the client from changing its machine o] P | T |76 |PBe |55
password

9. reset count minutes
Reset time after lockout in minutes
(default: 30)

10.user must logon to change



SAMBA Remote Procedure Call
console

In the Users dialog you can e o me v

handle users, groups policies ™ S—

Flags | Mame |UD | Fullname (GECOS) | GID | Home Map to
| Adr i unt | |

. T root | 0 | Administrator account 512 | Ynonexistent Administrator | FIRIES
a I l Settl I I S - ser 100 | Keith 513 | H:\Home fyeate
31U guest 65534 | Guest account 514 | \nonexis :
4 i 101 | ktm 513 h

Additionally there are the
buttons:

Remote Procedure Call consol¢ mwsme

Save, Refresh , Help e

Asout and Exit
https://mirrors.dotsrc.org/samba/HOWTO/Samba-

Rights-HOWTO




SAMBA Flags

N: No password required

D: Account disabled

H: Home directory required
T: Temporary duplicate of other account
U: Regular user account

M: MNS logon user account
W: Workstation Trust Account
S: Server Trust Account

L: Automatic Locking

X: Password does not expire
I: Domain Trust Account

L
Users \ Groups ‘Folicles \ Setrings

Users

# | Flags | Mame | LID Full name (GECOS)

0 Administrator account
2 | User 100 | Keith
3|l guest 65534 | Guest account
4 Heith 101 | ktm

=

CAMPTNVETCY samba’homes\Keith

[~ Only Samba users

FReC console I irgaue | Pr'I}e’fresh | |Pr'He1p | [ Ab

Add & new user
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Auto start ArcaMapper and Samba
Server

* By default ArcaMapper and the Samba server do not start

automatically. L ———
Edit Selected Help

Load... ]

* In ArcaMapper select Autostart -> enable. Lt = -

Reset LMHO5TS m.

 If required modify in the startup { " EEETETTETTTTTTTTTE
parameters to add a startup delz  erogram\ sesion \ssasatian foan , window
seconds with -delay <n seconds

Program N |
Path and file name:

N Ote , IG:HSTSH#PPSH.&HC#M#PH#HC#M#P.EHE

by default you should save your

COnneCtionS tO a f||e Parameters:

X:\OS2\ARCAMAP.ndc T e —




Auto start ArcaMapper and Samba
Server

* By default ArcaMapper and the Samba server do not start
automatically.

* The Samba Server daemons are started via a script “smb.cmd” with
the option start. The same script is also used to stop, and restart the
daemons.

 To start samba either make a script :

'sleep 10°

say "starting Samba"

call smb 'start’

 And call this in the startup folder



Performance — my experiences!

Source | Destination | FileSize | Time in secs | MB/Sec

W10 (Homel)
Samba
(HOME3)

W10 (Homel)

W10 (Home3)

Samba 1.379.926.01

(HOME23) 6

W10 (Homel) 1.379.926.01
6

W10 (Home3) 1.379.926.01
6

W10 (Homel) 1.379.926.01
5)

24.9

20.6

10.6

10.6

55,42

66.99

130,18

130,18
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Things to know!

* When copying a file across the network EA’s are not
always copied, and not all filesystem support EA’s!

* OS/2 filenames are not case sensitive, copying a file

containing an upper case character may result in having
two files with the same “basic” name!

l.e. Filename.ext and filename.ext

In @ command line window, the two files will be shown
with their case

but NOT in a the workplace shell!



Whats happening

* A Samba 4 client is in the 5.0.3.8. beta version of ArcaOS

« Samba client 4.9.5. currently available from the arcanoae-
sub repository (ditto for Heimdal 7.5.0). Samba 4.10.1 is
currently in testing with no stated release date (this
includes an updated/matching NetDrive plugin - 3.6

* | have no info on the Sever side but may be Silvan can
comment

* The current release from the Samba group is 4.10 was
released in March. Samba 4 is all about AD support



Conclusions

* The current OS/2 implementation of SAMBA is here and there incomplete.

* The installation is vastly better than it was. Automatic update with YUM is
a big help.

 Unfortunately there are NO help files in the OS5/2 implementation and
only very limited hints.

* There are many options and associated programs (pbedit, rpc, swat, etc.)
that makes it somewhat complex.

* It works well enough for most people!
* The current version on OS/2 does not (yet) support Active Directory.
* Personally | don’t have enough knowledge to test all of the options!

e It provides OS/2 with a network capability to connect to most other
networks!



Food for thought — Documentation
on the net

* SYNOPSIS of the smb.conf file

https://www.samba.org/samba/docs/current/man-html/s
mb.conf.5.html

* Using Samba, 2nd Edition -
htItDs //[www.samba.org/samba/docs/using_samba/toc.ht
m

- Samba User Documentation
https://wiki.samba.org/index.php/User Documentation
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https://www.samba.org/samba/docs/current/man-html/smb.conf.5.html
https://www.samba.org/samba/docs/current/man-html/smb.conf.5.html
https://www.samba.org/samba/docs/using_samba/toc.html
https://www.samba.org/samba/docs/using_samba/toc.html
https://wiki.samba.org/index.php/User_Documentation

THANK YOU
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